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1. CONFIGURE DNS ON THE NASLORD INSTANCE (SKIP IF DNS IP ADDRESS
IS ALREADY CONFIGURED):

a. Open a web console on NASLord instance through your Hypervisor, login and
enter configure to execute the configuration script.

b. Type Y on the change network configuration prompt and hit Enter.
c. Type N on enable DHCP and hit enter.
d. Enter the FQDN, IPs and DNS IPs.

e. Once the configure script is done, reboot the instance.

2. CREATE REQUIRED GROUPS AND USERS ON THE DOMAIN CONTROLLER:

a. Create allowed-users security group in the DC Organizational Unit
b. Create denied-users security group in the DC Organizational Unit
c. Create super-users security group in the DC Organizational Unit

d. Create a user used as service account to link the NASLord instance to the DC
LDAPS server.

e. Gather the previously created groups/user distinguished names and save for later
for the NASLord instance LDAPS configuration.

Ex.

B Active Directory U:
iFile Action View Help
led2m 0/ XDCE Bm SeuTa%

F Name Description
[ 51 Bombardier
1] Gallium Proj
4 1] Justice
3 1 videotron General Members Member Of Managed By
L - B allowed-users up - e e e Edtor
> [ ForeignSecurityPrincipal: P
05 0 keys £, denied-users Security Group - Global Attrbutes:
> ] LostAndFound super-users Security Group - Global Atroute Value A String Attribute Editor X
> [£] Managed Service Accour & naslord User accountNameHistoy  <nak set>
v (] NASLORD adminCount ot set> Arioute: dstinguishedName|
> (&) Bombardier adminDescrition ot set> Valoe: L
> @ Gallium adminDisplayName <ot set> (CN=alowed-users OU=NASLORD,DC=AD2016,0C=iab
> 2] Justice aitSecurtyldentities <not set>
v (&) Videotron e alowedusers Clear Cancel
3] ops controlAccessRights  <not set>
> [ Program Data descrption ot set>
> [ System desktopProfile <not set>
[ Users displayName <not set>
> (] NTDS Quotas dsplayNamePrntable <ot set>
> (] TPM Devices dstnguishedName  ChN=alowed users.OU=NASLORD,DC=AD2(
dSASgnature not set>
dSCorePropacationD... 5/4/2026 1:47:16 PM Eastem Davicht Time ¥
< >
View Fiter
< >
. oK Cancel Aoply Hep
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3. CONFIGURE CERTIFICATE CA SERVICES ON THE DOMAIN CONTROLLER:

Skip to step 4 if you already have a Certificate CA on you Domain Controller.

a. Add Roles and Features:

v (2 I }' Manaﬂe Tools
Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

Hide

<™
i/ww.UR'h

Runr

1 ] 1 ‘ ii All Servers 1

Gallium Inc.

1250 Rene-Levesque W. Montreal (Quebec) H3B 4W8




b. Select Active Directory Certificate Services:

&= Add Roles and Features Wizard - O X

DESTINATION SERVER

Select server roles DC2AD20616 |

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description (
Server Selection BB ctive Directory Certificate Services A Active Directory Certificate Services
Server Roles [¥| Active Directory Domain Services (Installed) (AD,CS) = used to create

[ Active Directory Federation Services certification authorities and related
Featur . . " . . . i i

gaae [] Active Directory Lightweight Directory Services role services that allow you to issue
[] Active Directory Rights Management Services anc? LIS c.ert|ﬁcates usedina
[] Device Health Attestation variety of applications.

[C] DHCP Server
+/| DNS Server (Installed)
[] Fax Server
| [m] File and Storage Services (4 of 12 installed)
[] Host Guardian Service
O Hyper-V
[C] MultiPoint Services
[] Network Policy and Access Services
[] Print and Document Services
[C] Remote Access
[C] Remote Desktop Services
[C] Volume Activation Services
[C] Web Server (IIS)
[C] Windows Deployment Services v

| < Previous | | Next > | l Install ‘ | Cancel

c. Hit Add Features when prompted.

d. Follow the Wizard steps and hit /nstall to install the services on the Domain
Controller.
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e. Under Roles and Features, select AD CS Configuration and use Wizard to

configure CA:
[z AD CS Configuration - O X
_ DESTINATION SERVER
Credentials DC2.AD2016.1ab

Specify credentials to configure role services

Role Services
To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
¢ Certification Authority Web Enrollment
¢ Online Responder

To install the following role services you must belong to the Enterprise Admins group:

Enterprise certification authority
Certificate Enroliment Policy Web Service
Certificate Enrollment Web Service
Network Device Enrollment Service

Credentials: |AD2016\administrator H Change...

More about AD CS Server Roles

< Previous H Next > | ‘ Configure ‘ | Cancel
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f. Select Certification Authority Role services and hit Next:

e ADCS Configuration - O X
. DESTINATION SERVER
Role Services DC2.AD2016.1ab
Credentials Select Role Services to configure
Role Services
Setup Type Certification Authority
CAType Cerfiﬁcation Authority Web Enrollment
) | Online Responder
Private Key | Network Device Enroliment Service
Cryptography | Certificate Enrollment Web Service
CA Name Certificate Enroliment Policy Web Service

Certificate Request
Certificate Database

Confirmation

More about AD CS Server Roles

< Previous II Next > | \ Configure ‘I Cancel
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g. Select Enterprise CA and hit Next:

[z AD CS Configuration - m} X
DESTINATION SERVER
Setup Type DC2.AD2016.lab
Credentials Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage

CA Type certificates.
Private Key
h ® Enterprise CA
St L) Enterprise CAs must be domain members and are typically online to issue certificates or
CA Name certificate policies.

rtifi R
Certificate Request O Standalone CA

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).
More about Setup Type
< Previous | | Next > | ‘ Configure ‘ | Cancel
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h. Select Root CA4 and hit next:

[z AD CS Configuration

CA Type

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

Confirmation

Gallium Inc.

- O X

DESTINATION SERVER
DC2.AD2016.lab

Specify the type of the CA

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

@® Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

More about CA Type

< Previous || Next > | ’ Configure || Cancel
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i. Select Create a new Private Key and hit next:

= ADCS Configuration - O X
. DESTINATION SERVER
Private Key DC2.AD2016.1ab
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type @ Create a new private key
Private Key Use this option if you do not have a private key or want to create a new private key.
Cryptograph: . .
yPrograpty (O Use existing private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Period Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
. import a certificate and use its associated private key.
Confirmation

Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

< Previous || Next > I ’ Configure H Cancel
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j-  Select SHA256 Algorithm and hit next:

[z AD CS Configuration — O X
DESTINATION SERVER

C ryptograp hy for CA DC2.AD2016.lab
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CA Type 1 RSA#Microsoft Software Key Storage Provider N ‘ ’ 2048 v
Private Key

Select the hash algorithm for signing certificates issued by this CA:

Cryptography SHAZ56 "
CA Name SHA384
Validity Period SHA512
Certificate Database SHA1
MDS5S -
Confirmation

[[] Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

< Previous || Next > I ’ Configure H Cancel
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k. Type the name of your CA and hit next:

[z AD CS Configuration - O X

DESTINATION SERVER

CA Name DC2.AD2016.1ab
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
) certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CA Type be modified.
Private Key
Crvot h Common name for this CA:
ryptograpny
|AD2016-DC2-CA |
CA Name
Validity Period Distinguished name suffix:
Certificate Database DC=AD2016,DC=lab \
Confirmation

Preview of distinguished name:
|CN=AD2016-DC2-CA DC=AD2016,0C=lab \

More about CA Name

< Previous || Next > I l Configure II Cancel
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1. Select the validity period of the CA and hit next:

[z AD CS Configuration - O X
o ) DESTINATION SERVER
Validity Period DC2.AD2016 1ab
Credentials Specify the validity period
Role Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):
CA Type lS H Years \7 '
Private Key CA expiration Date: 5/27/2031 2:13:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA Name certificates it will issue.

Validity Period

Certificate Database

Confirmation

More about Validity Period

< Previous || Next > | ’ Configure || Cancel
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m. Specify the database locations (use default) and hit next:

f& AD CS Configuration - O X
DESTINATION SERVER
CA Database DC2.AD2016.1ab
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type |CAWindows\system32\CertLog |
e 2L Certificate database log location:
Cryptography |C:\Windows\system32\CertLog |
CA Name

Validity Period

Certificate Database

Confirmation

More about CA Database

< Previous Il Next > | ’ Configure || Cancel
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n. Validate configurations and hit Configure:

[ AD CS Configuration - O X
: i DESTINATION SERVER
Confirmation DC2.AD2016.1ab
Credantials To configure the following roles, role services, or features, click Configure.
Role Services @ Active Directory Certificate Services
Setup Type
Certification Authority
CA Type :
CA Type: Enterprise Root
Private Key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHA256
CA Name Key Length: 2048
validity Period Allow Administrator Interaction: Disabled
) Certificate Validity Period: 5/27/2031 2:13:00 PM
EER= Distinguished Name: CN=AD2016-DC2-CA DC=AD2016,DC=lab
Certificate Database Location:  C:\Windows\system32\CertLog
Certificate Database Log C:\Windows\system32\CertLog
Location:
| < Previous | | Next > ‘ | Configure | l Cancel

o. Reboot the Windows Server to generate a certificate.
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4 VALIDATE CERTIFICATE AND LDAP CONNECTION:

a. Open the Certification Authority manager:

T Server Manager

Server Ma

i# Dashboard

i Local Server
i Al Servers

8 ADCS
i3l ADDS QUICK START
& DNS
#§ File and Storage Services b
WHAT'S NEW
LEARN MORE

ger » Dashboard

WELCOME TO SERVER MANAGER

° Configure this local server

2 Add roles and features
3 Add other servers to manage
4 Create a server group

5 Connect this server to cloud services

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADS! Edit

Certification Authority

Component Services
Computer Management
Defragment and Optimize Drives
DFS Management

Disk Cleanup

DNS

Event Viewer

Group Policy Management

SCS Inititor

b. Open the Issued Certificates folder. There should be one issued certificate to the
Domain Controller:

ﬁl certsrv - [Certification Authority (Local)\AD2016-DC1-CA\Issued Certificates] - [m] X
File Action View Help
@26
ﬁ] Certification Authority (Local) Request ID Requester Name Binary Certificate Certificate Template Serial Number Certificate Effective Date Certificate
vd APZ:""SCJ‘CCAH_ G2 AD2016\DCIS  --nr| BEGIN CERTI.. Domain Controller (.. 6700000002dfe... 1/26/2026 10:46 AM 1/26/2027°
- Revoked Certificates 53 AD2016\DC2S ~ ----- BEGIN CERTI... Domain Controller (..  67000000032b7... 1/29/2026 3:07 PM 1/29/2027 4
| Issued Certificates
] Pending Requests
] Failed Requests
] Certificate Templates
< >
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¢. Open ldp console to test the LDAP connection:

Best match 4 Create a server group
Idp 5 Connect this server to cloud services
Run command
Hide
ouprs
| Servers total: 1
[ o == File and Storage
1 il ADDs 1 & DNs 1 iR v 1
@® Manageability ® Manageability @® Manageability
Events Events Events
Services Services Services
Performance Performance Performance
BPA results BPA results BPA results
All Servers
@® Manageability
Events
B 6 0 08 = &% Bl servces
Idd Performance
d. Hit Connection and connect:
—
£4 —
A2 Ldp o X
Connection Browse View Options Utilities Help
Connect...
Bind... Ctrl+B B

Disconnect

New Ctrl+N f
Save

Save As

il
Exit

tl

Connect to specified server NUM
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e. Type the server FQDN and type port 636 and hit OK:

52 Ldp — O X

Connection Browse View Options Utilities Help

Connect X

Server: | dc1.ad2016.lab
Port: 636| [] connectionless

[JssL

OK Cancel

Ready NUM
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f. Confirm the connection is established:

/£ Idaps://DC1.AD2016.lab/DC=AD2016,DC=lab - O X

Connection Browse View Options Utilities Help

Id = ldap_open("dc1.ad2016.lab", 636);
Established connection to dc1.ad2016.lab.

Retrieving base DSA information...
Getting 1 entries:
Dn: (RootDSE)
i ontext: CN=Configuration, DC=AD2016,DC=lab;

currentTime: 5/26/2026 10:08:42 AM Eastern Daylight Time;

defaultNamingContext: DC=AD2016,DC=lab;

dnsHostName: DC1.AD2016.lab;

domainControllerFunctionality: 7 = ( WIN2016 );

domainFunctionality: 7 = ( WIN2016 );

dsServiceName: CN=NTDS Settings,CN=DC1,CN=Servers,CN=Default-First-Site-Name,CN=Sites, CN=Configuration, DC=AD2016,DC=lab;

forestFunctionality: 7 = ( WIN2016 );

highestCommittedUSN: 172638;

isGlobalCatalogReady: TRUE;

isSynchronized: TRUE;

IdapServiceName: AD2016.lab:dc1S@AD2016.LAB;

namingContexts (5): DC=AD2016,DC=lab; CN=Configuration,DC=AD2016,DC=lab; CN=Schema,CN=Configuration, DC=AD2016,DC=lab;
DC=DomainDnsZones,DC=AD2016,DC=lab; DC=ForestDnsZones DC=AD2016,DC=lab;

rootDomainNamingContext: DC=AD2016,DC=lab;

schemaNamingContext: CN=Schema,CN=Configuration,DC=AD2016,DC=lab;

serverName: CN=DC1,CN=Servers,CN=Default-First-Site-Name,CN=Sites, CN=Configuration, DC=AD2016,DC=lab;

subschemaSubentry: CN=Aggregate, CN=Schema,CN=Configuration, DC=AD2016,DC=lab;

supportedCapabilties (6): 1.2.840.113556.1.4.800 = ( ACTIVE_DIRECTORY ); 1.2.840.113556.1.4.1670 = ( ACTIVE_DIRECTORY_VS1 ); 1.2.840.113556.1.4.1791 = (
ACTIVE_DIRECTORY_LDAP_INTEG ); 1.2.840.113556.1.4.1935 = ( ACTIVE_DIRECTORY_V61 ); 1.2.840.113556.1.4.2080 = ( ACTIVE_DIRECTORY_V61_R2 );
1.2.840.113556.1.4.2237 = ( ACTIVE_DIRECTORY_WS );

supportedControl (38): 1.2.840.113556.1.4.319 = ( PAGED_RESULT ); 1.2.840.113556.1.4.801 = ( SD_FLAGS ); 1.2.840.113556.1.4.473 = ( SORT );
1.2.840.113556.1.4.528 = ( NOTIFICATION ); 1.2.840.113556.1.4.417 = ( SHOW_DELETED ); 1.2.840.113556.1.4.619 = ( LAZY_COMMIT ); 1.2.840.113556.1.4.841
= (DIRSYNC ); 1.2.840.113556.1.4.529 = ( EXTENDED_DN ); 1.2.840.113556.1.4.805 = ( TREE_DELETE ); 1.2.840.113556.1.4.521 = (
CROSSDOM_MOVE_TARGET ); 1.2.840.113556.1.4.970 = ( GET_STATS ); 1.2.840.113556.1.4.1338 = ( VERIFY_NAME ); 1.2.840.113556.1.4.474 = (
RESP_SORT ); 1.2.840.113556.1.4.1339 = ( DOMAIN_SCOPE ); 1.2.840.113556.1.4.1340 = ( SEARCH_OPTIONS ); 1.2.840.113556.1.4.1413 = (
PERMISSIVE_MODIFY ); 2.16.840.1.113730.3.4.9 = ( VLVREQUEST ); 2.16.840.1.113730.3.4.10 = ( VLVRESPONSE ); 1.2.840.113556.1.4.1504 = ( ASQ );
1.2.840.113556.1.4.1852 = ( QUOTA_CONTROL ); 1.2.840.113556.1.4.802 = ( RANGE_OPTION ); 1.2.840.113556.1.4.1907 = ( SHUTDOWN_NOTIFY );
1.2.840.113556.1.4.1948 = ( RANGE_RETRIEVAL_NOERR ); 1.2.840.113556.1.4.1974 = ( FORCE_UPDATE ); 1.2.840.113556.1.4.1341 = (RODC_DCPROMO );
1.2.840.113556.1.4.2026 = ( DN_INPUT ); 1.2.840.113556.1.4.2064 = ( SHOW_RECYCLED ); 1.2.840.113556.1.4.2065 = ( SHOW_DEACTIVATED_LINK );
1.2.840.113556.1.4.2066 = ( POLICY_HINTS_DEPRECATED ); 1.2.840.113556.1.4.2090 = ( DIRSYNC_EX ); 1.2.840.113556.1.4.2205 = ( UPDATE_STATS );
1.2.840.113556.1.4.2204 = ( TREE_DELETE_EX ); 1.2.840.113556.1.4.2206 = ( SEARCH_HINTS ); 1.2.840.113556.1.4.2211 = ( EXPECTED_ENTRY_COUNT );
1.2.840.113556.1.4.2239 = ( POLICY_HINTS ); 1.2.840.113556.1.4.2255; 1.2.840.113556.1.4.2256; 1.2.840.113556.1.4.2309;

DAPPolicies (20): Threads; MaxPercentDirSy MaxD: Recv; MaxRecei » IntRecvTimeout; MaxConnections;
MaxConnidieTime; i MaxQueryDuration; MaxDirSyncDuration; MaxTempT: i itSetSize; Mi itSets;
MaxResultSetsPerConn; MaxNotificationPerConn; MaxValRange; MaxValRangeT itive; yLimit; Sy yLimitPercent;

supportedLDAPVersion (2): 3; 2;
supportedSASLMechanisms (4): GSSAPI; GSS-SPNEGO; EXTERNAL; DIGEST-MDS;
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5. GET THE CERTIFICATE USING CMD (COMMAND PROMPT) - METHOD 1:

a. Open CMD and enter the certutil -ca.cert [certificate name}.cer

¥ Administrator. Command Prompt — a X

b. Copy and save the certificate plain text for later for the NASlord LDAP
authentication services configuration.
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6. GET THE CERTIFICATE USING AD CS AND CERTIFICATE EXPORT -
METHOD 2:

a. Go to Certification Authority:

Manage Tools View Help

anager * AD CS

Active Directory Administrative Center

[E@ SERVERS Active Directory Domains and Trusts

AR Al servers | 1 total Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Fitter o v @~ e
Active Directory Users and Computers

- ADS| Edit

Server Name IPv4 Address  Manageability Last Update Windows Activation — -

Certification Authority

192.168.14.193 Online - Performance counters not started 5/27/2026 10:00:59 AM  00378-00000-00000-AA739 (Activated) Component Services

Computer Management
Defragment and Optimize Drives
DFS Management

Disk Cleanup

DNS

b. Pull down the CA instance, hit Issued Certificates, right-click on the first issued
Certificate and hit Open:

i?;l certsrv - [Certification Authority (Local)\AD2016-DC1-CA\Issued Certificates] - a X
File Action View Help -739 (Activated)

e z|c=H

) Certification Authority (Local) RequestID  Requester Name  Binary Certificate  Certificate Template  Serial Number
v j AD2016-DC1-CA S
] Revoked Certificates 513
| Issued Certificates
[] Pending Requests All Tasks %
:'] Failed Requests Refresh
[ Certificate Templates

A &Il.. Domain Controller (...
AD2016\DC: Open l. Domain Controller (.. ~ 67000000032b7...

Help
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a. Hit details:

ﬁ certsrv - [Certification Authority (Local)\AD2016-DC1-CA\Issued Certificates]
File Act - > I
1 a Certificate
L AN
=~ .| General ificati
T Certific] €M EEaepiCeniiatonath fficate  Certificate Template  Serial Number
v & ADj : CERTI... Domain Controller (.. 6700000002dfe...
g “ Certificate Information CERTl... Domain Controller (...  67000000032b7...
::I This certificate is intended for the following purpose(s):
:_] * Proves your identity to a remote computer B
= « Ensures the identity of a remote computer

Issued to: DC1.AD2016.lab

Issued by: AD2016-DC1-CA

valid from 1/26/2026 to 1/26/2027

Issuer Statement
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c. Hit Copy to File...:

ﬁ] certsrv - [Certification Authority (Local)\AD2016-DC1-CA\Issued Certificates] — O X h
File Act - »,
n Certificate
e
. Details ificati
) Centific e ek ficate  Certificate Template Serial Number
vd g)‘ Show: | <All> v CERTI... Domain Controller (..  6700000002dfe...
= CERTIl... Domain Controller (...  67000000032b7...
B Value N
= V3 —
= 6700 00 00 02 df e4 18 de €9...
sha256RSA
sha256
AD2016-DC1-CA, AD2016, lab
Monday, January 26, 2026 10... [
Tuesday, January 26, 2027 1...
=l auhiart NC1 ANIN1A Iah N

Edit Properties... | Copy to File...

oo |

SERVICES
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d. Choose Base-64 encoded X.509 certificate:

| R . - -
ﬁ] certsrv - [Certification Authority (Local)\AD2016-DC1-CA\Issued Certificates]

i A

€ &* Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(O DER encoded binary X.509 (.CER)
(®) Base-64 encoded X.509 (.CER)

(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store (.SST)

ertificate Template Serial Number

pmain Controller (...  6700000002dfe...
pmain Controller (...  67000000032b7...

| Next || Cancel

e. Hit Browse, name and save the certificate:

| G certsrv - [Centification Authority (Local

T s

cates] - o

739 (Activated)

& 5 Centificate Export Wizard ; 0 saveas

bml €« « 4 [@ > ThisPC > Documents

File to Export

Organize v New folder
Specify the name of the file you want to export

A Name

# Quick access
Fie name: I Desktop

| [orowse... ] J Downloads
[% Documents

%% NN

&) Pictures

3 This PC
I Desktop
%] Documents
& Downloads
D Music v <

v | | Search Documents

Date modified Type

No items match your search

Bz v

X
»
(2]

Size

cr) File name: | AD2016]

Save a5 type: | Base64 Encoded X509 ("cer)

~ Hide Folders

Next Cancel
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f.  Hit next until the end of the Wizard and hit Finish:

ﬁ certsrv - [Certification Authority (Local)\AD2016-DC1-CA\lIssued Certificates]

cit A

& ¥ Certificate Export Wizard

ertificate Template Serial Number

pmain Controller (...  6700000002dfe...

omain Controller (...  67000000032b7...
Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the| Certificate Export Wizard X
File Name inistrator \Documents\AD
Indul dteK:lycserﬁ feates The export was successful.
File Format ed X.509 (*.cer)
< >
>
Finish | | Cancel
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g. Go to the certificate location, right click on the previously saved certificate and

choose open with >

Notepad:

asnooara

)cal Server
File Action View Help

e 2c= @

| Servers

(L= ]

) Certification Authority (Local)

] Issued Certificates
(] Pending Requests
(2] Failed Requests

(7] Certificate Templates
B [ = | bocument:

€ v

Share  View

{4 » ThisPC » Documents

# Quick access
I Desktop

& Downloads
(%) Documents

LRI

& Pictures

I8 This PC
I Desktop
| Documents
& Downloads
D Music
& Pictures
B Videos
‘2 Local Disk (C:)
= smb1 (\ed2016.1ab\ns01) (N:)
@ Network
o A
o
[ tsclient

Request ID
v gi AD2016-DC1-CA &2
7] Revoked Certificates G

Name

3 AD2016

Binary Certificate
--~-BEGIN CERTL..
----- BEGIN CERTL..

Date modified

5/27/2026 10:14 AM

Certificate Template
Domain Controller (.
Domain Controller (...

Serial Number

Type

Security Certificate

6700000002dfe...
67000000032b7...

Size

7 AD2016 - Notepad
File Edit Format View Help

-

----BEGIN CERTIFICATE-----
MIIFOTCCBLmgAWIBAGI TZWAAAAL FSB: 0BAQsF
ADBFMRMWEQYKCZImiZPyL FAYKCZImiZPyLGQ) QyMDE2
MRYWFAYDVQQDEWIBRDTWHTY tREMXLUNBMBAXDT12MDEYNJ EONDY ZMVOXDTI 3MDEY
NJEONDY zMVowGTEXMBUGALUEAXHOREMxLKF EMjAXN15S YWIwggE iMARGCSqGSTb3
DQEBAQUAAATBDWAWgEEKAOTBAQCFRSNG q jhvj 221
pwxOpgVKIPUVN+AAF 7hC 3QWv+HtxtAT)Zd57gm2Az1 ) FtMpdwugh/DnADTRGGrn®
MdIofs/T @ Pj 3IN31sd+uhctoocy@SYISU
3kZDd+xMcBrrPi+RTmrPyddSRbp8bQyKiv/WeSAH3141PUweyaXZnGzH/+dYuCN
sxtAe+LFFMDKjuDLHpzuWOBEAROYQyqjpboztQkUTCLPZRIGEHVC1ko/mE26L Tm
XdecaHSFtwgyUHJ/uJ y vsull \gMBAAG jggLKMIIC

T3FAIE AbAB1
AHTWHQYDVRO188YiFAYTKYBBQUHANIGCC SGAQUF BuMBHAAGALUADWES/WQEAWTF
oDB4BgkqhkiGIWOBCQBEazBPMAAGCCqGSIb3DQMCAGI AGDAOBEEqhkiGIWBDBAIC

ATAWCWYIYIZL wces;xnwum 8g1 AQIWCWYIYIZI
85 SOAWTHMACGCCAGS: FPULZAH7dznM
1 iTAF gBTrDIddf BDILK g4TCBxgYD

VROFBIGMIGTMIGAOIG101Gy hoGybGRAEDovLy9DT1BRDIMTY tREMxL UNBLENO
PURDMSXDT§10RFAsQ@49UHVibG13ITIWS2VS I TIwU2Vydm] JZXMsQR49U2Vydn1
29uZmlndXIhdGlvbixEQz1BRDIWMTY iP2N1 JYXR1
Unvz::zundalvbkxpc3Q/YmFzzrevvuplvaknbﬁmz1jkaEaxuem1depr25Q
b21udDCBvgYIK DovLy9D
TjIBRDIwMTYtREMxLLNBLENOPUFJQSxDTindHJsamleBLZXkleBTZX]Zan
cyxDT§1TZX2akN1cyxDT10b25mabid1cmF@ah9uL ERDPUFEMAXNiXEQz1sYWI/
YOFDZX10ahZpY2FOZTI1YXN1P291anVIdENSYXNZPHN1cnRpZm1 YXRpb25BdXRo
b3)pdHk FBgkrBgEEAYI gkkyranXTkKHg
WITOREMXLKFEMJAXN1SSYWIWDQYIKoZThvcNAQEL
dufT8IV1Yte7eX06uL ikNALDr7GKNRbEmOBLBTrEC8YWauvBbGHyIRKNK3/G
9r471bRI/AVWZNSE/cSEFOHPPOVCpm3yBT+qjbFi21Ko4 Hp/q/4F 2RVEN/XTbHD
g0X7GtkyQUSHr9S2dinul OCEJADLK/HSnfHRiXwhi2WF XaaMeTFQXpnoKCQ+X/SEH
C8mCC 1YKkcZXgkKrC32
3KKTpo2geuZTYkpEUyvp

rQPdM9) q
pAJixqSYK34rFRo/6g) Y

ndu
----- END CERTIFICATE

h. Copy and save the certificate plain text for later for the NASlord LDAP
authentication services configuration.
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7. NASLORD LDAP CONFIGURATION:

a. Go to Admin Page:

[LICENSE: DEMO] | English ~ ~ |
NASI_Ol {D LOGGED IN AS ADMIN (ADMIN) | | CHANGE PASSWORD | LOGOUT | ABOUT

Welcome to NASLORD

Please select the type of Storage System that you would like to manage:

PowerScale Clusters PowerProtect DD Appliances ObjectScale Virtual Data Centers

Tenant Manager Retention Lock Manager Chargeback Manager

/NASLord/showAdmin/ © 2021-2026 Gallium inc. | All rights reserved.

b. Hit LDAP Provider Management:

[LICENSE: DEMO] | English  ~
NASI_Ol {D LOGGED IN AS ADMIN (ADMIN) | ADMIN PAGE | CHANGE PASSWORD | LOGOUT | ABOUT

Administrative Operations

General Configuration

o 6 a 3] 4 &b S o
SYSTEM LICENSE LOCAL USER TENANT eeporT DELVERY | R DATABASE UPGRADE

LDAP Provider Management

c 0}
REBOOT THE SHUTDOWN THE
. NASLORD VM . NASLORD VM

c. Hit Edit:

Gallium Inc.

1250 Rene-Levesque W. Montreal (Quebec) H3B 4W8




[LICENSE: DEMO] | English  ~ |
NASI_O' :D LOGGED IN AS ADMIN (ADMIN) | ADMIN PAGE | CHANGE PASSWORD | LOGOUT | ABOUT

LDAP Provider Management
LDAP Authentication DISABLED
No LDAP server URI is configured.

d. Enter the LDAP information using distinguished name form (Under AD
user/group attributes) saved previously:

CONFIGURE LDAP PROVIDER

LDAP Authentication:

‘On v

Connection

Bind DN (DN or user@example.com): Bind Password:

‘ CN=naslord,0U=NASLORD,DC=AD2016,|

LDAP Server URI (space-separated list):

‘ Idaps://DC1.AD2016.LAB ’

Require TLS Certificate

‘ ALLOW v

User Search

P\ & CLEAR X CANCEL
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CONFIGURE LDAP PROVIDER

User Search
User Search - Base: User Search - Scope
‘ DC=AD2016,DC=lab ’ ‘ SUBTREE v
Group Search
Group Search - Base: Group Search - Scope
‘ DC=AD2016,DC=lab ’ ‘ SUBTREE v
Group Type
‘ Nested Active Directory Groups v
Groups
Denied Users - Group DN:
CN=denied-users,0U=NASLORD,DC=AD2016,DC=lab ’
# SAVE & CLEAR X CANCEL
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e. Check the Show advanced options box. Leave Start TLS to False and scroll
further down:

CONFIGURE LDAP PROVIDER

Denied Users - Group DN:

‘ CN=denied-users,0U=NASLORD,DC=AD2016,DC=lab ’

Allowed Users - Group DN:

‘ CN=allowed-users,0U=NASLORD,DC=AD2016,DC=lab ’

Super Users - Group DN:

‘ CN=super-users,0U=NASLORD,DC=AD2016,DC=lab ’

Show advanced options

Connection Options

Start TLS: Network Timeout:

False v

K !

Do not enable Start TLS when connecting to
your servers via LDAPS

# SAVE & CLEAR X CANCEL
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f. Copy the CA Certificate plain text previously saved from the AD:

CONFIGURE LDAP PROVIDER

Start TLS: Network Timeout:
‘ False v ‘ 10 ’
Do not enable Start TLS when connecting to
your servers via LDAPS
CA Certificate
Paste the CA Certificate here.
W
User and Group Search
User Search - Filter: Group Search - Filter:
(sAMAccountName=%(user)s) ’ (objectClass=group) ’
# SAVE & CLEAR X CANCEL
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g. We recommend to leave these options to default unless you need to customize
them. Hit Save once the configuration is completed:

CONFIGURE LDAP PROVIDER

User and Group Search
User Search - Filter: Group Search - Filter:
(sAMAccountName=%(user)s) ’ ‘ (objectClass=group)

Automatic User Attribute Mapping

First Name - Attribute: Last Name - Attribute:

‘ givenName ’ ‘ sn ’
Username - Attribute: Email - Attribute:

‘ sAMAccountName ’ ‘ mail ’

# SAVE & CLEAR X CANCEL
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h. Confirm the connection and bind are successful:

[LICENSE: VALID] | English ~ ~ |
NASLO' {D LOGGED IN AS ADMIN (ADMIN) | ADMIN PAGE | CHANGE PASSWORD | LOGOUT | ABOUT

LDAP Provider Management

LDAP Authentication ~ENABLED

ldaps://DC1.AD2016.LAB CONNECTED

Connection and bind successful.
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